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Kerberos Key Distribution Center Mame - Description Status Startup Type Log
. KDC Proxy Server service (K... KDC Proxy 5. Manual Met

Stop the FEF'-"iC'Ff # 1 Kerberos Key Distribution C...  This service,... Running___Automatic

Hestart the service Eaﬂ KtmPRm for Distributed Tran... Coordinates.., Start
% Link-Layer Topology Discov... Creates a N... Stop

Description: . Local Session Manager Core Windo...  Runnir Ter e

This service, running on domain % Microsoft iSCS| Initiator Ser...  Manages In... o

controllers, enables usersto legonto - . . : : EsUITE

: o Microsoft Key Distnbution 5. This service ...
the network using the Kerberos e o Rectart
authentication protocol, If this service  — Microsoft Software Shadow... Manages so.., H




sl J1S ely » lBboot mode SGDSRM LDirectory Services Restore Mode ¢
»1,DC syl usRestore ¢ objL 4 sLsobject L skl 8 sIActive Directory g ,mw «5 oK
w5 o o Y giag 4 ol b puS (oo g b

&S BT jauass wa )DSRM 5 jgu0 45 505 0 dwlgs Lo jIACtIVE Directory i S oK @
ol cwl cpebAdministrator l wolie  Jg cwlAdministrator w8’ o (SY cls ol o ol b
39.\.: (P olaw] L)j\j 9DSRM | N 30 e Sy LS‘)" less colS

-8

TARGET SERVER

Domain Controller Options

forest and root domain

:Wm&ows Server 26‘!2
:Wmdm's Server 2012
pe the Di Si R ode (DSRM) pa d
P o sesesess
C mpassword: sessees cI

< Previous Next > 5t | Concel




2 5 (o0 el 1 ODSRM 2 sma Iy 58 40 L 5 2l 03 S (el 8 1 DSRM 2 glas Rl o
S Gy 1) O
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BN Administrator: Command Prompt - ntdsutil

Microsoft Windows [Version 18.8.17763.1]
{c) 2618 Microsoft Corporation. All rights reserwved.

C:\Users\Administrator»>ntdsutil
ntdsutil: set dsrm password




Reset DSRM Administrator Password: reset password on server null
Please type password for D5 Restore Mode Administrator Account:
Please confirm new password: *

Password has been set successtully.

.

Reset DSRM Administrator Password: guit
ntdsutil: quit

C:\Users\Administrator>
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. . :, S .
EN Administrator: Windows PowerShell LS d‘ﬁ
PS5 C:\Windows‘\system32> cmd

Microsoft Windows [Version 108.8.17763.1397]

(c) 2818 Microsoft Corporation. All rights reserwved.

C:\Windows\system32>ntdsutil
ntdsutil: set dsrm password
Reset DSRM Administrator Password: reset password on server dc-1

Please type password for D5 Rest
Please confirm new password: IR IEIRIES
Password has been set successfully.
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Failure

Policy Setting
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Authentication Service
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* Administrative Templates -> Network -> Windows Connect Now ->
"Configuration of wireless settings using Windows Connect Now" to
"Disabled".
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File Action Wiew Help
e | nFH =2 HE 7
~| Control Panel A “| Windows Connect Now
w || MNetwork

Background Intelligent Transfer Service
EBranchCache

Configuration of wireless settings Setting Stat
using Windows Connect Now

jiz| Prohibit access of the Windows Connect Now wizards Mot conf

Directfccess Client Experience Settings Edit volicv settin Configuration of wireless settings using Windows Connect Now
DMS Client
Fonts Requirernents:
Hotspot Authentication At least Windows Vista
Lanman Server -
_ Description:
Lanman Warkstation This pelicy setting allows the
Link-Layer Topology Discovery configuration of wireless settings
Microsoft Peer-to-Peer Networking Ser using Windows Connect Now
Metwork Connections (WCN). The WCN Registrar

enables the discovery and
_ cenfiguration of devices over
Network Isclation Ethernet (UPnP), over In-band
Metwork Provider 802.11 WLAN, through the
Offline Files Windows Portable Device API

QoS Packet Scheduler (WPD), and wvia USB Flash drives.

SNMP ] ] ] Additional options are available to
55L Configuration Settings allow discovery and configuration
TCPIP Settings over a specific medium.
Windows Connect Mow
Windows Connection Manager If you Enal:llethis policy 5gﬁing,
additional choices are availableto W
¥ || turn off the operations over a

< > Extended / Standard /

Metwork Connectivity Status Indicator

Wireless Display
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&l dbdls 3,8 K 5,k 5l o iw cblsDEP (Prevention Execution Data ) *
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* Administrative Templates -> Windows Components -> File Explorer -> "Turn off
Data Execution Prevention for Explorer"” to "Disabled".
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AutoPlay Policies e
Biometrics

BitLocker Drive Encryption
Camera

Cloud Content

Connect

Credential User Interface

Data Collection and Preview Builds
Delivery Optimization

Desktop Gadgets

Desktop Window Manager
Device and Driver Compatibility
Device Registration

Digital Locker

Edge UI

Event Forwarding

Event Log Service

Event Logging

Event Viewer

File Explorer

File History

Find My Device

Handwriting

HomeGroup
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~ File Explorer

Turn off Data Execution Prevention
for Explorer

Edit policy setting

Requirernents:
At least Windows Server 2008 B2 or
Windows 7

Description:

Disabling data execution prevention
can allow certain legacy plug-in
applications to function without
terminating Explorer.

Setting

| Previous Versions
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Verify old and new Felder Redirection targets point to the same share before re...

Set a default assocciations configuration file

Location where all default Library definition files for users/machines reside,
Disable binding directly to [PropertySetitorage without intermediate layers.
Allow the use of remote paths in file shoertcut icons

Configure Windows Defender Srart5creen

Start File Explorer with ribbon minimized

Do not show the 'new application installed’ netification

Turn off numerical serting in File Explorer

Turn off shell protocol protected mode

Show hibernate in the power options menu

Show lock in the user tile menu

Show sleep in the power options menu

Set a support web page link

Do not reinitialize a pre-existing reamed user profile when it is leaded on a mac...

{| Turn off Data Execution Prevention for Explorer

.
=
==

Turn off heap termination en corruption

State

Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured

Mot configured
Mot cenfigured
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& o= Fod oy Editoe
File Acvon View Help
o am
' ..'3 Portable Opersting System - s,m,.g ate Comment
} L‘ RD Licenss ﬂ ‘1 .L Allow users to connect remaotely by using Remote Desktop 5., Not configured No
. ’J =1 Remote D’:?m Connection Client ; 1 Deny logoff of an admunastrator logged in to the console ses..  Not confiqured No
3 _] Rernote Dﬂlu: Sassion Host 1 Configure keep-alnve connection mtennl Not configured No
4 Apphcstion Compatibilty 1 Lime umber of connections Not configured No
Y Connections’ - 3 Suspend user 5ign-in to complete app registration Not configured No
2 Doce tad Betaiase Ridaietog | 1_, Set rules for remote control of Remote Desktop Services use..  Not configured No
1 Licensing | ¢
| Ponter Redirecton | : port pro
- Profies top Senaces users to 8 single Remote D.

1 RD Connection Broker 3 Nlcw remote start d unhsted pvognvm Not configured No
» ] Remote Seinon Ervaronment - 1. Tumn off Fair Share CPU Scheduling Not configured No
i Securty
] Setnon Time Limats
4 Temporary tolders
) RSSFeed:
2 Search
4 Security Center
1 Shatdown Options
1 Smart Card




Enabled 4.5 Gl jl s g 345 5L b 63,8 KISLimit number of connection (¢4, Il ©

J B Limit number of connections 0O p 4

m Limit number of connections Previous Setting Next Setting

(O Not Configured Comment:
@®) Enabled
(O Disabled
Supported on: | Ay aast Windows Server 2003
Options: Help:

Specifies whether Remote Desktop Services limits the number of | A
simultaneous connections to the server,

RD Maxamum Connections allowed

g o

— You can use this setting to restrict the number of Remote
Type 9999989 for unlimited connections, Desktop Services sessions that can be active on a server, If this
number is exceeded, addtional users who try to connect receive
an error message telling them that the server is busy and to try
again later, Restricting the number of sessions improves
performance because fewer sessions are demanding system




Restrict Remote Desktop Services users to a single Remote Desktop 4435 sx ©
A5 LAPPlY ¢ ool j,3Disable  (cgy 1) pudais g 340 5L G 63,8 Sl |,Services session

Audl aslh lojen &yeo 4 )REMOte Desktop  piis wilg o i Jbs @

Previous Setting Next Setting

(®) Not Configured Comment:

() Enabled
(O Disabled ,

Supported on: | as 1oast Windows Server 2003
Options: Help:

This policy setting allows you to restrict users to a single Remote
Desktop Senvices session.

If you enable this policy setting, users who log on remotely by
using Remote Desktop Senaces will be restricted to a single
session (either active or disconnected) on that server. If the user
leaves the session in 3 disconnected state, the user automatically
reconnects to that session at the next logon,
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